Bluescape + Security

BLUESCAPE

Share, plan, and analyze with the confidence of enterprise-grade security

Collaboration and data sharing is essential for modern
operations, but they can be hampered by security
concerns. Bluescape is a visual collaboration solution
authorized at both FedRAMP Moderate and IL4/IL5

for CUL. Now, you can bring data, tools, and expertise
together in a virtual workspace to save teams time.

Trusted by commercial organizations, government
agencies, and the Defense Industrial Base, Bluescape
can be used by dispersed and remote teams or cross-
functional groups to share, plan, and analyze data—for
better and faster decision-making, real-time operations,
and situational awareness.

SECURITY FOR TODAY’S MISSION

Bluescape is a single pane of glass solution that can
pull multiple data sources into command processes—
with the confidence of military-grade security.

+ Trusted by federal agencies: DISA IL-4/5 certified and FedRAMP
Moderate certified

» Complies with NIST CSF, NIST 800-171, FIPS 140-2, and
1SO 27001

« Authority to Operate at the Top Secret Level

« Authority to operate in the U.S. DoD: NAVSEA ATO at IL4/IL5
for CUl and DISA ATO and Support for ITAR

ACCESS CONTROLS KEEP USERS IN THEIR ROLES
+  SAML 2.0 Single Sign-On
» Multi-factor authentication

« Personal Identity Verification (PIV) Smart Card or Common
Access Card (CAC) Authentication (HSPD-12 PIV/DoD PKI)

+ Role-based permissions in the workspace (edit, view,
customizable roles)

« Granular and attribute-based access control (XACML)

« Emerging features like hide and reveal content maximize
and focus participation

THERE’S NO COLLABORATION WITHOUT TRUST
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Commercial users can use Bluescape with confidence, too.
Our commitment to security meets industry needs and
other compliance requirements.

« 100% clean audits; zero non-conformities, zero opportunities
forimprovement

» IS0 27001 certified, SOC2 Type2 certified
« Security Scorecard rated Bluescape 100 (January 2023)

PROTECT YOUR PEOPLE AND YOUR DATA
Bluescape meets compliance requirements for
secure collaboration and information sharing.

« Visualization of multiple and disparate data streams,
formats, and analysis

« Planning activities and scheduling
« Dataand intelligence analysis
« Agile framework processes

COLLABORATE WITH CONFIDENCE

For end-to-end encryption:

« AES 256-bit data atrest and TLS 1.2+ data in transit
« Customer-managed encryption keys

FILL THE GAPS
Bluescape offers unique capabilities for government
organizations:

«  Only tool made for government Scrum Masters and Agile
processes, including retrospectives and planning

« Fills the critical gap between MS Planner/Project and
0365, particularly for projects and programs with outside
stakeholders

Bluescape was founded and is based in the United States. You can be assured that your data is stored

securely in US-based data centers using industry-leading hosting providers.
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